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Executive Summary 

This report provides a comprehensive framework for SBB Energy Private Limited to develop a 

robust Privacy Policy for its "ThoR" Battery Energy Storage System (BESS) technology. It highlights 

the critical importance of adhering to India's Digital Personal Data Protection Act (DPDP Act 2023), 

while also considering global data protection standards such as the General Data Protection 

Regulation (GDPR) and the Consumer Protection Act, 2019 (CPA) Consumer Privacy Act (CCPA). 

The unique data landscape of BESS technology, which involves both personal user data and 

extensive operational and performance data, necessitates a tailored approach to data collection, 

processing, security, and retention. Furthermore, the report outlines how Non-Disclosure 

Agreements (NDAs) and intellectual property (IP) considerations, including patents, are integral to 

SBB Energy's overall legal framework, complementing the Privacy Policy in safeguarding both user 

privacy and the company's proprietary technological assets. A well-crafted and transparent Privacy 

Policy is presented not merely as a legal obligation but as a cornerstone for building user trust, 

ensuring operational integrity, and protecting SBB Energy's valuable intellectual property. 

1. Introduction: SBB Energy Private Limited and "ThoR" BESS Technology 

Company Profile and "ThoR" BESS Overview 

SBB Energy Private Limited operates as a technology company specializing in Battery Energy 

Storage Systems (BESS), with its flagship product known as "ThoR." The "ThoR" BESS is designed as 

a sophisticated energy management system that actively collects and analyses data to optimize 

overall system performance, coordinate control operations, and enhance grid stability.1 These 

systems are becoming increasingly vital in maintaining grid reliability, with significant growth in 

installations expected in the coming years.3 

The core functionalities of "ThoR" BESS involve continuous monitoring and data acquisition. This 

includes the collection of high-frequency data, often at granular levels such as 1,000 tags per 

megawatt at one-second intervals, which is essential for ensuring compliance with manufacturer 

warranties and deriving actionable intelligence for better decision-making.1 Such operational data 

is crucial for optimizing energy arbitrage, load levelling, and providing grid services like frequency 

response and voltage regulation.2 
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Importance of a Robust Legal Framework 

For a technology company like SBB Energy, operating in the critical infrastructure sector of energy, 

a well-crafted Privacy Policy extends beyond a mere legal formality. It serves as a fundamental 

pillar for establishing and maintaining user trust, ensuring strict legal compliance, and 

comprehensively safeguarding the company's invaluable intellectual assets.4 The proliferation of 

energy storage technologies has highlighted existing gaps in data uniformity and the extent of data 

access required for proper operation and robust analysis.3 

The legal framework for SBB Energy must be dynamic and adaptable, capable of responding to the 

rapid evolution of data privacy laws and continuous technological advancements in the BESS 

domain. This framework must address the dual challenge of protecting personal data belonging to 

users and operators, while simultaneously securing the vast amounts of proprietary operational 

data and intellectual property inherent in the "ThoR" BESS technology itself.1 

2. Comprehensive Privacy Policy for "ThoR" BESS Technology 

This section details the essential components required for SBB Energy's Privacy Policy, with 

specific attention to the unique aspects of "ThoR" BESS operations and the varying legal landscapes. 

2.1 Applicable Data Protection Laws and Principles 

The Privacy Policy for SBB Energy Private Limited must primarily align with India's Digital Personal 

Data Protection Act (DPDP Act 2023) , given the company's operational base and its focus on 

individuals within India. However, recognizing the global nature of technology and potential for 

international engagement, adherence to the General Data Protection Regulation (GDPR) and the 

Consumer Protection Act, 2019 (CPA) India, Consumer Privacy Act (CCPA) is also crucial. 

Focus on India's Digital Personal Data Protection Act (DPDP Act 2023) 

The DPDP Act 2023 is the foundational legal framework for SBB Energy's data processing activities. 

It applies to the processing of digital personal data within India, whether collected online or 

digitized from offline sources. Critically, it also extends to overseas processing of digital personal 

data if goods or services are offered to individuals in India.7 This broad applicability means SBB 

Energy must ensure compliance if its "ThoR" BESS services are provided to Indian residents, 

irrespective of where the data processing infrastructure is located. 

The core principles of the DPDP Act emphasize processing personal data only for a lawful purpose 

and upon obtaining the individual's consent.8 Privacy notices and requests for consent are 

mandated to be clear, specific, and easily understandable, accessible in English or any language 

listed in the 8th schedule of the Indian Constitution.7 These notices must detail the categories of 

personal data collected, the specific purposes for collection, the process for exercising consumer 

rights, the procedure to revoke consent, and how to file complaints with the Data Protection Board 
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of India.7 Consent itself must be free, specific, informed, and unconditional, with a clear indication 

of agreement, and users must have an easy and convenient process to withdraw their consent at 

any time.7 

A significant aspect of the DPDP Act is its provision for "legitimate uses" where consent may not be 

required.8 This includes situations such as the voluntary sharing of data by an individual for a 

specified purpose, the provision of government services, medical emergencies, and employment 

contexts.8 This contrasts with some other global regulations and presents a unique consideration 

for a BESS technology company. For "ThoR" BESS, which collects vast amounts of operational data 

(e.g., high-frequency data for warranty compliance and performance monitoring) 1, much of this 

data may not be considered "personal data" in the traditional sense. However, if such operational 

data can be linked to an identifiable individual (e.g., a specific customer's energy usage patterns or 

performance data tied to a particular site owner), it then falls under the definition of personal data. 

The provision for "voluntary sharing of data by the individual" for a "specified purpose" could serve 

as a crucial legal basis for collecting operational data directly related to a customer's BESS 

performance, potentially without needing explicit, granular consent for every single data point. This 

is contingent on the purpose being clearly communicated and the data genuinely being provided 

voluntarily for that purpose, such as system optimization or warranty fulfilment. Therefore, SBB 

Energy's Privacy Policy should precisely define which types of BESS operational data are personal 

data and, for those, strategically leverage the "legitimate uses" provision where applicable, 

alongside explicit consent for other processing activities. This requires careful legal interpretation 

and precise drafting to ensure full compliance while enabling essential operational functions. 

Consideration of GDPR and CCPA for Global Reach 

While the DPDP Act is primary, SBB Energy must also consider the implications of GDPR (General 

Data Protection Regulation) for operations within the European Economic Area (EEA) and the CCPA 

(amended Consumer Protection Act, 2019 (CPA) Consumer Privacy Act) for activities involving 

Consumer Protection Act, 2019 (CPA) residents. GDPR mandates comprehensive disclosures, 

including what data is collected, how, why, who it is shared with, the legal basis for collection, and 

all consumer rights.9 It emphasizes transparency, trustworthiness, and accountability in handling 

personal data.4 Explicit details regarding cross-border data transfers are also a strict requirement 

under GDPR.4 Similarly, the CCPA requires stating what data is collected, how, why each category is 

collected, who it is shared or sold to, consumer rights, and providing access to Data Subject Access 

Request (DSAR) forms.9 

A critical observation for a technology company like SBB Energy, which may have customers or 

operations spanning multiple jurisdictions, is the need to harmonize these diverse legal 

requirements. GDPR and CCPA have specific demands, such as GDPR's detailed cross-border 

transfer mechanisms and CCPA's "Do Not Sell or Share My Personal Information" rights, which may 

differ from certain aspects of the DPDP Act.4 Attempting to create separate, jurisdiction-specific 

policies can be inefficient and increase the risk of oversight. The most practical approach for SBB 

Energy is to adopt a "strictest standard" methodology.4 This involves designing the Privacy Policy to 

meet the most stringent requirements across all potentially applicable laws, thereby ensuring 

compliance with others. For instance, GDPR's detailed requirements for legal basis and cross-
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border transfers 4 can serve as a robust baseline, while specifically incorporating DPDP's unique 

consent and grievance Redressal mechanisms 7 and CCPA's specific consumer rights.9 This 

proactive and comprehensive stance minimizes future legal risks and facilitates smoother 

expansion into new markets. 

2.2 Data Collection, Processing, and Usage 

This subsection details the types of data SBB Energy collects through its "ThoR" BESS technology 

and associated services, the methods of collection, and the lawful purposes for their processing. A 

crucial distinction is made between personal data and the operational data inherent to BESS 

technology. 

Categories of Personal Data Collected 

SBB Energy collects various categories of personal data necessary for providing and improving its 

services. This includes information gathered from users during account registration, management, 

and interactions with SBB Energy's website, applications, or "ThoR" BESS monitoring interfaces. 

Examples include names, email addresses, postal addresses, phone numbers, and payment 

information (if applicable for services or purchases).4 Additionally, usage data such as information 

about user interactions with the website (e.g., areas visited, transactions, content viewing, 

downloads) is collected.11 Communication data from inquiries, support requests, or feedback also 

falls under this category. 

For children's data, the DPDP Act mandates verifiable consent for individuals under 18 years from 

their parents or legal guardians.7 If SBB Energy's platform is not targeted towards children, a 

simple statement in the Privacy Policy to that effect may suffice.9 However, if there is any potential 

for interaction by minors, robust mechanisms for parental consent are required. 

Categories of Operational and Performance Data 

Distinct from personal data, "ThoR" BESS technology generates extensive operational and 

performance data. This includes real-time and historical data on the BESS unit's state of charge, 

power output, voltage, current, temperature, energy flow, and other operational parameters.1 

Performance data is collected for optimizing system performance, facilitating energy arbitrage 

(optimizing charging/discharging based on price), load levelling (reducing peak grid load), and 

enabling grid services (frequency response, voltage regulation).1 

Health and reliability data, such as high-frequency data logging (e.g., 1,000 tags/MW at 1-second 

intervals), is collected to understand long-term system health, predict storage life, and ensure 

compliance with manufacturer warranties.1 System logs are also maintained for monitoring overall 

system health, detecting anomalies, and ensuring continuous operation.1A critical observation is the 

blurring line between personal and operational data in a BESS context. While operational data (e.g., 

energy consumption patterns, system usage) may appear purely technical, it can become "personal 

data" under privacy laws if it can be linked back to an identifiable individual or entity (e.g., 

"Customer X's ThoR unit performed Y cycles at Z efficiency"). The DPDP Act defines personal data 

broadly as "any data about an individual who is identifiable by or in relation to such data".8 
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Therefore, SBB Energy's Privacy Policy must clearly differentiate between these data types and 

articulate how each is handled. This requires robust data classification and de-identification 

techniques, such as tokenization and pseudonymization, for operational data that could be linked to 

individuals, to minimize privacy risks while maximizing the utility of this data for system 

improvement and warranty compliance.12 

Methods of Data Collection 

Data is collected through various methods: 

● Direct Input: Information provided by users through registration forms, payment screens, or 

support inquiries.9 

● Automated Systems: Data collected automatically from "ThoR" BESS units, sensors, and 

monitoring platforms, such as Energy Management Systems (EMS) and data historians.1 

● Cookies and Trackers: Use of internet cookies or other tracking technologies for website/app 

functionality, analytics, and improving user experience.4 

Legal Basis and Specific Purposes for Data Processing 

The processing of data by SBB Energy is based on specific legal grounds: 

● Consent: For activities such as marketing communications, non-essential cookies, or specific 

processing activities where explicit user consent is required and obtained.4 Consent must be 

free, specific, informed, and unconditional.7 

● Contractual Necessity: Processing data that is essential to provide "ThoR" BESS services, 

administer user accounts, process orders, and fulfil contractual obligations.4 

● Legitimate Interests: For internal purposes such as improving website/app functionality, 

enhancing security, ensuring system integrity, and for processing non-personally identifiable 

browsing information used for analytics and business improvement.11 This legal basis can also 

apply to aggregated or anonymized BESS operational data used for research, product 

development, and deriving industry insights.3 

● Legal Obligation: To comply with legal requirements, respond to government requests, or 

protect SBB Energy's rights and property.4 

Specific purposes for BESS operational data include: 

● Monitoring and optimizing "ThoR" BESS performance, reliability, and safety.1 

● Ensuring compliance with manufacturer warranties, which often require comprehensive data 

records.1 

● Providing real-time and historical data to various stakeholders (operators, owners, planners, 

researchers) for informed decision-making.1 

● Developing tools for independent assessment and predictions of storage life and future 

performance.3 

● Facilitating seamless integration with larger power generation and distribution systems.1 
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A critical observation for SBB Energy is the need to balance data utility for stakeholders with data 

minimization principles. Various stakeholders, including researchers, operators, owners, planners, 

and IT personnel, have diverse and often extensive data needs for BESS operations.3 Researchers, 

for instance, often require "as much data as possible with high granularity".3 Conversely, data 

minimization is a core privacy principle, advocating for collecting only essential information to 

reduce liability and security burden.5 SBB Energy faces a delicate balancing act here. The Privacy 

Policy must explicitly state the purposes for collecting and sharing data with these diverse 

stakeholders, ensuring that data shared is limited to what is strictly necessary for the stated 

purpose. This may involve implementing data anonymization, pseudonymization, or aggregation 

techniques 

before sharing, particularly for research or planning purposes, to comply with data minimization 

requirements while still providing valuable insights. The policy should also clearly outline how user 

consent (or legitimate interest) applies to such sharing, especially if the data, even in aggregated 

form, could indirectly reveal personal or proprietary information. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 1: Data Categories Collected by "ThoR" BESS and Their Processing Purposes 
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Data Category Examples for "ThoR" 

BESS 

Purpose of Collection Legal Basis (Primary) 

Personal Identifiers Name, Email address, 

Phone number, Postal 

address 

Account creation & 

management, Communication, 

Marketing (with consent) 

Consent, Contractual Necessity 

Account Credentials Username, Password 

(hashed) 

User authentication, Security Contractual Necessity, 

Legitimate Interest (Security) 

Payment Information Credit card details 

(tokenized), Billing 

address 

Processing service payments, 

Billing 

Contractual Necessity, Legal 

Obligation 

Usage Data 

(Website/App) 

IP address, Browser type, 

Pages visited, Interaction 

logs 

Website/app functionality, 

Analytics, Service 

improvement 

Legitimate Interest, Consent 

(for non-essential cookies) 

Operational Data 

(BESS) 

Battery State of Charge 

(SoC), Power output, 

Voltage, Current, 

Temperature, Energy 

flow, Cycle counts 

System optimization, 

Performance monitoring, 

Predictive maintenance, 

Warranty compliance, Grid 

services 

Contractual Necessity, 

Legitimate Interest (System 

Improvement), Voluntary 

Provision (DPDP Act) 

Performance Data 

(BESS) 

Energy arbitrage data, 

Load leveling data, Grid 

service parameters 

Revenue optimization, Grid 

stability contribution, 

Performance analysis 

Contractual Necessity, 

Legitimate Interest (Business 

Optimization) 

System Health & Logs 

(BESS) 

Fault logs, Diagnostic 

data, High-frequency 

sensor readings 

Reliability assessment, 

Anomaly detection, 

Troubleshooting, Research & 

Development 

Contractual Necessity, 

Legitimate Interest (System 

Reliability) 

 

Value of Table: This table provides a clear, structured overview for SBB Energy's internal teams 
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and users. It explicitly differentiates between personal and operational data, detailing what is 

collected, why, and the legal basis. This level of transparency is mandated by laws like GDPR, CCPA, 

and DPDP Act.4 For a BESS company, this distinction is crucial for compliance and for managing 

user expectations regarding the highly technical data generated by their systems. 

2.3 Data Security, Retention, and Integrity 

SBB Energy's commitment to safeguarding data is paramount, achieved through robust security 

measures, clear retention policies, and mechanisms to ensure data accuracy and integrity. 

Technical and Organizational Security Measures 

SBB Energy will implement comprehensive technical and organizational security measures to 

prevent data breaches and unauthorized access. This begins with developing a structured data 

privacy framework that includes clear policies and controls for managing sensitive information.5 

Regular risk assessments are conducted to identify vulnerabilities in security measures, such as 

access controls and encryption protocols, allowing the company to prioritize mitigation actions. 

These assessments also extend to third-party vendors, as external partners can introduce 

compliance risks.5 

Key security technologies and practices include: 

● Encryption: Utilizing data encryption for sensitive information, encompassing symmetric, 

asymmetric, and end-to-end encryption, is crucial. This is particularly relevant for BESS 

operational data stored in the cloud.7 

● Access Controls: Implementing granular access controls, such as role-based access control 

(RBAC) and multi-factor authentication (MFA), to restrict who can view, modify, or share data. 

Access logs are regularly monitored to detect any unauthorized activity.5 

● Data Loss Prevention (DLP): Employing DLP technologies to prevent unauthorized access, 

leakage, or theft of sensitive information. This includes creating and implementing DLP 

policies, monitoring and alert systems, and remediation options.12 

● Secure Storage: Maintaining secure storage solutions, including redundancy, error correction, 

and immutable storage for critical data, provides strong protection against ransomware 

attacks and unauthorized modifications.12 

● Backups and Disaster Recovery: Implementing regular local and offsite backups, snapshots, 

and replication strategies, along with comprehensive disaster recovery plans, ensures data 

availability and business continuity in the event of data loss or corruption.7 

● Network Security: Utilizing firewalls, intrusion detection/prevention systems, and endpoint 

protection to create a robust barrier against external threats.12 

● Zero Trust Architecture: Considering the implementation of a Zero Trust approach, which 

assumes threats can originate from both inside and outside the network, and continuously 

verifies user and device identities before granting access to data.12 

 

Data Minimization and Retention Policies 
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SBB Energy adheres to data minimization strategies by collecting only essential personal 

information, thereby reducing the risk of data exposure and compliance burden.5 Data retention 

policies are regularly reviewed and updated to comply with the latest regulations and best 

practices, ensuring that data no longer needed for its original purpose or legal requirements is 

automatically deleted.5 Secure disposal methods, such as encryption-based deletion and automated 

data purging, are employed for outdated records to prevent unauthorized retrieval.5 

A critical consideration for SBB Energy is the interplay of BESS warranty requirements and data 

retention. BESS manufacturers often require "high-frequency data recording" (e.g., 1,000 tags/MW 

at 1-second intervals) and comprehensive data records to maintain warranties and demonstrate 

operational compliance.1 This necessitates retaining large volumes of detailed operational data for 

extended periods. This requirement can appear to conflict with data minimization and storage 

limitation principles, which advocate for deleting data once its purpose is met.5 To address this, SBB 

Energy's Privacy Policy must carefully balance these imperatives. It needs to explicitly state how 

long operational data is retained, linking this retention directly to legitimate business and 

contractual needs such as warranty fulfillment, performance analysis, and regulatory compliance. 

The policy should clarify that while personal data is minimized and deleted when its purpose is 

fulfilled, certain operational data, even if potentially linked to an individual, may be retained longer 

due to these specific, legitimate business and contractual necessities. This requires a robust data 

lifecycle management strategy that clearly distinguishes between personal data retention and 

operational data retention, with clear justification for each. 

Data Integrity 

SBB Energy makes reasonable efforts to ensure the accuracy and completeness of data.5 This is 

particularly important for BESS operational data, where integrity directly impacts system 

performance, grid stability, and safety.1 Corrupted or tampered operational data could lead to 

inefficient energy management, voided warranties, or even dangerous system failures.1 To maintain 

data integrity, SBB Energy implements data integrity checks using hash functions and digital 

signatures and regularly audits data to detect and correct any unauthorized changes.12 

Furthermore, users are provided with the ability to correct, update, or complete their personal 

data.7 

 

 
 
 
 
 
 
 
 
 

 

Data Breach Notification and Incident Response 
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In the unfortunate event of a data breach, SBB Energy has an obligation to inform the Data 

Protection Board of India and affected persons.8 To manage such events effectively, structured 

incident response plans are in place for identifying, containing, and resolving security incidents. 

These plans include assigning dedicated response teams, establishing clear notification protocols, 

and conducting simulated breach scenarios to ensure preparedness.5 A proactive approach to 

security, including regular risk assessments and employee training, demonstrates accountability 

and can differentiate SBB Energy in the market, signifying a continuous investment in cybersecurity 

infrastructure and practices. 

2.4 Data Sharing, Third Parties, and International Transfers 

This subsection addresses how SBB Energy shares data, with whom, and the safeguards in place for 

international data transfers. 

Disclosure to Service Providers and Partners 

SBB Energy may share data with unaffiliated companies or third-party service providers (e.g., cloud 

storage providers, analytics services, payment processors, maintenance partners) to maintain and 

operate its website, services, and "ThoR" BESS infrastructure.11 The Privacy Policy will clearly state 

which third parties will have access to information, including through widgets or integrations.4 It is 

imperative that contractual relationships with these data processors mandate their compliance 

with applicable data protection laws, such as the DPDP Act, and require them to implement security 

measures equivalent to those of SBB Energy.7 Access provided to these third parties is strictly 

limited to the information necessary for them to perform their specific services.4 

A critical observation is the interconnectedness of the BESS ecosystem and the associated third-

party risk. The "ThoR" BESS technology likely involves a complex network of hardware 

manufacturers, software components, integration partners (e.g., with Power Plant Controllers), and 

potentially numerous cloud service providers.1 Each of these third parties could potentially process 

or access SBB Energy's data, encompassing both operational and personal data. Research indicates 

that third-party vendors inherently introduce compliance risks 5 and that robust contractual 

relationships are crucial for managing these risks.7 Therefore, SBB Energy's Privacy Policy must not 

only disclose third-party sharing but also articulate its due diligence process for selecting and 

managing these partners. This implies a need for robust vendor management, including contractual 

clauses that enforce stringent data protection standards, regular audits of third-party compliance, 

and clear communication channels for incident response. The policy should reassure users that SBB 

Energy extends its data protection philosophy and security requirements to its partners, thereby 

mitigating the ripple effect of a potential third-party breach. 

 

 

 
 

Cross-Border Data Transfer Mechanisms 



                                                           
 
 
                                                Wednesday, 27 August 2025                    SBB Energy Private Limited   
                                                                                                  

“ThoR” BESS11 
 

 

SBB Energy recognizes the importance of addressing international data transfers, especially if it 

operates globally or utilizes international cloud services. The DPDP Act allows for the transfer of 

digital personal data outside India, with the caveat that the central government may issue 

notifications restricting transfers to certain countries.7 This implies a potential for data localization 

requirements or restrictions that SBB Energy must continuously monitor. 

For transfers to the European Economic Area (EEA) or EU, SBB Energy will adhere to GDPR 

requirements, which impose strict restrictions on transfers outside the EEA to ensure an equivalent 

level of data protection.10 Such transfers can occur based on an adequacy decision by the European 

Commission, or, in its absence, on the basis of appropriate safeguards. These safeguards include 

Standard Contractual Clauses (SCCs), Binding Corporate Rules (BCRs), Codes of Conduct, or 

Certification mechanisms.4 The Privacy Policy will explicitly detail any cross-border data transfers 

and the specific measures put in place to ensure safe and compliant transfers.4 

A strategic consideration for SBB Energy is the implications of international data transfer 

regulations for global expansion. While the DPDP Act provides a framework for transfers outside 

India, the government's ability to restrict transfers to certain countries 8 highlights the dynamic 

nature of cross-border data flow regulations. Given the inherent global potential of a "ThoR" BESS 

technology company, even if not currently operating in the EU, adopting GDPR-like transfer 

mechanisms (e.g., SCCs) as a default for any international transfers can future-proof the Privacy 

Policy and demonstrate a high standard of data protection. This proactive stance can significantly 

reduce future legal hurdles and build trust with potential international clients and partners, who 

are increasingly sensitive to data sovereignty and the legal implications of cross-border data flows. 

2.5 Data Principal Rights and Grievance Redressal 

This subsection details the rights available to individuals whose data is processed by SBB Energy 

and the mechanisms for exercising these rights, emphasizing compliance with the DPDP Act. 

Rights under DPDP Act (India)Under the DPDP Act 2023, individuals whose data is 

being processed (referred to as data principals) are granted several fundamental 

rights: 

● Right to Information: Data principals have the right to obtain information about the 

processing of their personal data.8 

● Right to Correction and Erasure: They can seek correction, update, or completion of 

inaccurate or incomplete personal data held by SBB Energy.7 

● Right to Nominate: Data principals have the right to nominate another person to exercise 

their rights in the event of their death or incapacity.8 

● Right to Grievance Redressal: They possess the right to seek Redressal for any grievances 

related to their data processing.8 

● Right to Withdraw Consent: Data principals can withdraw their consent at any time, and SBB 

Energy must provide an easy and convenient process for this revocation.7 
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These rights are complemented by similar provisions under GDPR and CCPA, which include the 

right to access data, rectify inaccurate data, and request erasure or blocking of data.4 Both GDPR 

and CCPA also provide users with control over their personal information, including opt-in and opt-

out options.5 

A critical observation is how to operationalize user rights for BESS-specific data. While standard 

user rights like access, correction, and erasure are well-established 4, their application to complex 

BESS operational data (e.g., high-frequency sensor readings, performance logs) 1 presents unique 

challenges. For instance, how does a user "correct" a historical sensor reading or "erase" 

performance data that is integral to system diagnostics, predictive maintenance, or warranty 

compliance? SBB Energy's policy needs to address these nuances. It should clarify that while 

personal identifiers linked to operational data can be corrected or erased, the raw, anonymized, or 

aggregated operational data itself may be retained for legitimate technical, analytical, or contractual 

purposes (e.g., warranty fulfilment, system improvement, regulatory reporting), provided it no 

longer identifies an individual. The policy should clearly delineate what aspects of "ThoR" BESS 

data are subject to these rights and what are not, based on their identifiability and purpose. 

Mechanism for Exercising Rights and Filing Complaints 

SBB Energy's Privacy Policy will clearly outline the process for data principals to exercise their 

consumer rights and file complaints.7 The company will display accessible contact information for 

inquiries about data processing 7 and appoint a designated grievance officer to oversee grievances 

and respond to consumer requests within a reasonable time.7 Furthermore, the policy will detail 

the procedure for filing complaints directly with the Data Protection Board of India.7 

The importance of a robust grievance Redressal mechanism for building trust and ensuring 

compliance cannot be overstated. The DPDP Act specifically mandates an effective and convenient 

Redressal mechanism and the appointment of a grievance officer, along with procedures for filing 

complaints with the Data Protection Board.7 This goes beyond merely listing rights; it requires an 

accessible and responsive process. For SBB Energy, a well-defined and easily navigable grievance 

Redressal process is not just a legal requirement but a critical component of user trust. It 

demonstrates accountability and a commitment to data principal rights. The policy should clearly 

state the contact details of the grievance officer and outline expected response times, ensuring that 

users feel heard and their concerns are addressed promptly, potentially preventing escalation to 

regulatory bodies and safeguarding the company's reputation. 

Provisions for Children's Data 

The DPDP Act includes strict provisions for children's data, defining a child as an individual under 

18 years of age.7 SBB Energy is obligated to obtain verifiable consent from parents or legal 

guardians for the processing of children's data.7 The Act also imposes a duty upon data fiduciaries 

not to process children's data if it is likely to cause any detrimental effects, and it prohibits tracking, 

behavioural monitoring, and targeted advertising of children without the central government's 

permission.7 
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A critical observation is the heightened responsibility for children's data in technology contexts. 

While a BESS company might not directly target children, its services could inadvertently involve 

households with minors. The DPDP Act's specific and strict provisions for children's data, including 

verifiable consent and prohibitions on certain processing activities 7, necessitate careful 

consideration. SBB Energy must assess if its "ThoR" BESS or associated platforms could 

inadvertently collect or process data from individuals under 18. If so, robust age verification and 

parental consent mechanisms are paramount. The policy must explicitly state SBB Energy's stance 

on children's data, even if it's a general statement that the service is not intended for minors.9 This 

proactive approach minimizes the risk of substantial penalties, which can be as high as Rs 200 crore 

for non-fulfilment of obligations concerning children.8 

Table 2: Data Principal Rights and SBB Energy's Obligations under DPDP Act 2023 

Data Principal Right SBB Energy's Corresponding Obligation DPDP Act Reference 

(Snippet) 

Right to Information Provide clear notice about data processing 

details (categories, purposes, etc.) 

7sbbcto@thorenergybox.com 

Right to Correction & 

Erasure 

Make reasonable efforts to ensure data 

accuracy and completeness; provide 

mechanisms for correction, update, or 

completion of personal data; delete data 

once purpose met 

77sbbcto@thorenergybox.com 

Right to Grievance 

Redressal 

Implement effective and convenient 

redressal mechanisms; appoint a grievance 

officer; outline complaint procedure with 

Data Protection Board 

77sbbcto@thorenergybox.com 

Right to Nominate Allow nomination of another person to 

exercise rights in case of death or incapacity 

87sbbcto@thorenergybox.com 

Right to Withdraw 

Consent 

Provide an easy and convenient process for 

consent revocation 

77sbbcto@thorenergybox.com 

 

 



                                                           
 
 
                                                Wednesday, 27 August 2025                    SBB Energy Private Limited   
                                                                                                  

“ThoR” BESS14 
 

 

Value of Table: This table clearly maps the rights granted to data principals under the DPDP Act to 

SBB Energy's corresponding obligations. This is crucial for internal compliance training and for 

informing users of their entitlements in a concise manner, directly addressing the requirements of 

the DPDP Act.7 

2.6 Policy Management and Transparency 

Effective management and transparent communication of the Privacy Policy are essential for 

maintaining trust and ensuring ongoing compliance. 

Notification of Policy Changes and Effective Date 

SBB Energy reserves the right to make changes to its Privacy Policy and will notify users of any 

modifications by posting updates on its website.4 Each version of the policy will include a clear 

effective date.4 

Accessibility and Language Requirements 

Privacy notices and consent requests must be accessible in English or any language provided in the 

8th schedule of the Indian Constitution.7 The language used must be clear, simple, and easy to 

understand, deliberately avoiding jargon or legalese to ensure accessibility for as many readers as 

possible.5 

A strategic consideration for SBB Energy is the strategic value of user-centric language in a 

technical domain. While legal documents often employ precise, technical language, privacy policies 

are legally required to be easy to understand.9 For a BESS technology company, explaining complex 

data collection (e.g., high-frequency operational data) in simple terms is challenging but essential 

for transparency and building user trust.4 SBB Energy should invest in clear, concise explanations, 

potentially utilizing visual aids, infographics, or frequently asked questions (FAQs), to demystify 

data practices related to "ThoR" BESS. This proactive approach not only ensures legal compliance 

but also enhances user trust and reduces potential complaints arising from misunderstandings, 

which is particularly important in a sector where data granularity is high.1 

Regular Review and Updates 

The Privacy Policy will be regularly reviewed and updated to adapt to evolving privacy laws, 

industry regulations, and SBB Energy's business practices.5 This includes scheduled internal 

reviews, audits, and consultations with legal experts to ensure continuous alignment with the latest 

requirements. 

A critical observation is the "living document" nature of a Privacy Policy for a dynamic technology 

company. Technology, especially in a rapidly evolving sector like BESS, is constantly changing, with 

new data types, processing methods, and third-party integrations continually emerging. 

Concurrently, data privacy laws are frequently updated.5 A "set it and forget it" approach is 

explicitly advised against for privacy policies.9 Therefore, SBB Energy's Privacy Policy must be 

presented and managed as a "living document" that undergoes continuous review and adaptation. 

The policy should explicitly state this commitment to ongoing updates, perhaps even outlining a 
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regular review cadence (e.g., annually or upon significant operational changes). This proactive 

stance not only ensures ongoing compliance but also communicates to users that SBB Energy is 

dedicated to maintaining the highest privacy standards in a dynamic environment. 

Documentation and Auditing 

SBB Energy will maintain detailed records of its data handling practices, security measures, and 

incident responses. This comprehensive documentation is crucial for demonstrating compliance to 

regulatory authorities during audits and assisting in legal inquiries.5 

3. Non-Disclosure Agreement (NDA) Considerations 

This section explains the role of Non-Disclosure Agreements (NDAs) for SBB Energy, particularly in 

protecting sensitive "ThoR" BESS technology information, and how they relate to the broader 

privacy framework. 

3.1 Purpose and Scope of NDAs for SBB Energy 

NDAs are legally binding contracts designed to protect sensitive or confidential information from 

being disclosed to unauthorized parties.14 For SBB Energy, NDAs are crucial instruments for 

safeguarding its valuable intellectual property and proprietary business information. This includes, 

but is not limited to, trade secrets, proprietary technology (such as "ThoR" BESS algorithms, 

designs, and manufacturing processes), confidential business strategies, financial data, and 

customer lists.6 NDAs are typically employed when SBB Energy shares its proprietary information 

with various parties, including employees, contractors, partners, suppliers, or potential investors.6 

It is important to understand the distinction between a Privacy Policy and an NDA. While a Privacy 

Policy primarily addresses how personal data collected from users is handled 4, an NDA specifically 

governs the exchange of confidential business information between specific parties.6 For SBB Energy, 

this means the Privacy Policy will detail the company's commitment to user data privacy, whereas 

NDAs will protect the intricate technical specifications, operational knowledge, and commercially 

sensitive data inherent to the "ThoR" BESS technology itself.6 

A critical observation is that NDAs serve as a distinct layer of intellectual property protection 

beyond patents for "ThoR" BESS. While patents protect specific inventions, trade secrets—such as 

proprietary algorithms, manufacturing "know-how" for "ThoR," or unique operational processes—

are protected by maintaining their confidentiality.6 NDAs are the primary legal tool for maintaining 

this confidentiality.6 Therefore, for SBB Energy, NDAs are not merely general confidentiality 

agreements; they are a critical component of its comprehensive intellectual property strategy for 

"ThoR" BESS.  
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The Privacy Policy can reinforce SBB Energy's commitment to protecting its proprietary 

technology, but the actual enforcement and detailed definition of confidential technical information 

will reside in specific NDAs executed with relevant parties (e.g., employees, R&D partners, 

manufacturers). This emphasizes the necessity for a robust internal protocol for identifying, 

classifying, and managing confidential information related to "ThoR" and ensuring all relevant 

parties sign appropriate NDAs. 

 

3.2 Key Elements of an NDA 

SBB Energy's NDAs should include several essential components to ensure comprehensive 

protection of its confidential information: 

● Definition of Confidential Information: This clause must clearly and precisely define what 

information is considered confidential and protected under the agreement. For SBB Energy, 

this includes technical specifications, algorithms, software code, operational data, business 

plans, financial data, and customer lists related to "ThoR" BESS.6 Specificity helps avoid 

ambiguity and misinterpretation. 

● Purpose of Disclosure: The NDA should specify the precise project or purpose for which the 

confidential information is being shared (e.g., evaluating a potential joint venture, facilitating 

system integration, providing a specific service).14 This ensures the information is used only 

within the agreed context. 

● Obligations and Restrictions on Use and Disclosure: This section details the 

responsibilities of the receiving party regarding the use, disclosure, and handling of the 

confidential information. Common obligations include using the information only for the 

agreed-upon purpose, implementing reasonable security measures to protect confidentiality, 

and limiting access to individuals with a "need to know." The receiving party must also impose 

similar confidentiality obligations on any third parties to whom the information is necessarily 

disclosed.6 

● Exceptions to Confidentiality: The NDA should outline specific circumstances under which 

information is not considered confidential (e.g., information already in the public domain, 

information independently developed by the receiving party without reliance on the 

confidential information, or information legally compelled to be disclosed).15 

● Term and Termination: This clause specifies the duration of the NDA, including when the 

obligations begin and how long they last. It also addresses the process for returning or 

destroying confidential information upon the termination or expiration of the agreement, 

ensuring the receiving party does not retain any confidential information after the agreement 

ends.14 

 

 

 

 

 

● Remedies for Breach: The NDA must outline the consequences and available remedies in 
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case either party breaches the terms. These remedies may include injunctions (court orders 

prohibiting further disclosure), monetary damages (compensation for losses or harm caused 

by the breach), and indemnification (requiring the breaching party to cover legal fees or costs 

incurred by the non-breaching party).14 

● Governing Law and Jurisdiction: This specifies which state or country's laws will govern the 

interpretation and enforcement of the NDA, as well as the jurisdiction where any legal disputes 

will be resolved. This is particularly important for agreements involving parties from different 

regions.16 

● Signatures: All parties involved must sign the NDA, demonstrating their understanding and 

agreement to the terms. Each party should retain a copy of the fully executed agreement.15 

Table 3: Essential Elements of an NDA for SBB Energy 

Element Description for SBB Energy's NDA 

Definition of Confidential 

Information 

Clearly defines proprietary "ThoR" BESS technical 

specifications, algorithms, software code, manufacturing 

processes, operational knowledge, business plans, customer 

data, financial forecasts, and strategic information. 

Purpose of Disclosure Specifies the exact reason for sharing information (e.g., joint 

development, system integration, vendor partnership, 

investment evaluation). 

Obligations of Receiving Party Details requirements to use information only for stated 

purpose, maintain strict confidentiality, implement security 

measures, limit access, and bind sub-contractors/employees 

to similar terms. 

Exclusions States what is NOT confidential (e.g., publicly known 

information, independently developed data, information 

received from a third party without breach). 

Term & Termination Defines the duration of confidentiality obligations and 

procedures for return or destruction of confidential materials 

upon agreement termination. 

Remedies for Breach Outlines legal consequences for unauthorized disclosure, 
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including injunctive relief, monetary damages, and 

indemnification for legal costs. 

Governing Law & Jurisdiction Specifies the applicable laws (e.g., Indian law) and the forum 

for resolving disputes. 

Signatures Requires formal signatures from all parties, affirming 

agreement to the terms. 

Value of Table: This table serves as a practical checklist for SBB Energy when drafting or 

reviewing NDAs, ensuring all critical components are included to protect its valuable "ThoR" BESS 

technology and business information. It distils complex legal requirements into an actionable 

format.14 

3.3 Integration with Privacy Policy and Other Agreements 

While distinct in their primary focus, the Privacy Policy and NDAs are complementary components 

of SBB Energy's overall legal framework. The Privacy Policy addresses the handling of personal 

data collected from users, while NDAs specifically protect confidential business and technological 

information exchanged with employees, partners, and other specific entities. The Privacy Policy 

can, therefore, reference the existence of NDAs as part of SBB Energy's broader commitment to 

protecting its proprietary assets. 

NDAs are often integrated into broader contractual agreements, such as employment contracts, 

supplier agreements, partnership agreements, and terms of service.6 For instance, employment 

contracts should contain robust confidentiality clauses that mirror NDA provisions, ensuring that 

intellectual property created during employment belongs to SBB Energy and that employees are 

bound to protect trade secrets related to "ThoR" BESS.18 

A critical observation is the interplay of NDAs, employment contracts, and IP assignment. For 

internal stakeholders (employees, contractors), robust employment contracts and IP assignment 

agreements are equally vital as external NDAs.6 These internal agreements often contain specific 

confidentiality clauses that ensure any IP created as part of the job belongs to the company and that 

employees are bound to protect trade secrets.18 SBB Energy must ensure its internal legal 

framework (employment contracts, contractor agreements) includes strong confidentiality and IP 

assignment clauses that complement its external NDAs. The Privacy Policy should focus on user 

data, but the company's overall legal strategy must encompass these interconnected agreements to 

fully protect its "ThoR" BESS technology and associated proprietary information. 
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4. Intellectual Property and Patent Content for "ThoR" BESS 

Protecting the intellectual property embedded within "ThoR" BESS technology is paramount for 

SBB Energy's competitive advantage and long-term success. This section outlines the various types 

of intellectual property relevant to "ThoR" BESS and the strategies for their protection. 

4.1 Overview of IP Types Relevant to "ThoR" BESS 

Intellectual property (IP) is a general term encompassing creative creations of the mind, including 

designs, symbols, literary works, and inventions.20 For SBB Energy's "ThoR" BESS, several types of 

IP are highly relevant: 

● Patents: Patents protect novel inventions, including processes, machines, and products.19 For 

"ThoR" BESS, this could involve patents on its unique designs, innovative algorithms for 

energy management, specific battery chemistries, or novel processes for system integration. 

Utility patents, which protect useful processes, machines, or products, typically have a 20-year 

term, while design patents, protecting product designs, have a 15-year term.21 Ownership of a 

patent grants the holder the right to exclude others from making, using, offering for sale, 

selling, or importing the claimed invention.22 

● Trade Secrets: Trade secrets encompass confidential business information that provides a 

competitive edge because it is not generally known or ascertainable.19 For "ThoR" BESS, this 

includes operational knowledge, specific manufacturing or supplier arrangements, proprietary 

algorithms not patented, detailed production costs, business strategies, customer lists, and 

financial forecasts.6 Unlike other IP types, trade secrets are protected by maintaining their 

confidentiality, not through registration.21 

● Copyrights: Copyrights protect original literary and artistic works.20 For "ThoR" BESS, this 

would apply to the software code (e.g., for the Energy Management System, Battery 

Management System), user manuals, technical documentation, marketing materials, and the 

graphical user interfaces of its monitoring platforms.19 

● Trademarks: Trademarks protect brand identity, including names, logos, and distinctive 

slogans.19 The "ThoR" brand name and SBB Energy's corporate logo would be protected by 

trademarks, ensuring customers associate the product with the company that created it.6 
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Table 4: Intellectual Property Types and Protection Strategies for "ThoR" BESS 

IP Type Relevant to "ThoR" BESS (Examples) Protection Strategy 

Patents Unique BESS designs, innovative energy 

management algorithms, specific battery 

chemistries, novel system integration processes. 

Utility Patents (20-year term), Design 

Patents (15-year term).21 Requires 

registration with patent offices. 

Trade Secrets Proprietary operational knowledge, specific 

manufacturing/supplier arrangements, detailed 

production costs, unpatented algorithms, customer 

lists, business strategies, financial forecasts. 

NDAs with employees, contractors, 

partners.6 Robust internal protocols for 

managing access to confidential 

information.6 

Copyrights "ThoR" BESS software code (EMS, BMS), user 

manuals, technical documentation, marketing 

materials, graphical user interfaces. 

Automatic protection upon creation. 

Registration (e.g., with Copyright Office) 

for stronger enforcement.20 Code packing, 

encryption, obfuscation.19 

Trademarks "ThoR" brand name, SBB Energy logo, distinctive 

slogans. 

Trademark registration.6 Consistent 

brand use and enforcement against 

infringement. 

 

Value of Table: This table provides a clear categorization of SBB Energy's intellectual assets 

related to "ThoR" BESS and the corresponding legal mechanisms for their protection. This helps the 

company systematically manage its IP portfolio and ensures that the Privacy Policy, while focused 

on personal data, operates within a broader framework that respects and protects the company's 

core technological innovations.6 

 

 

 

 

 

 

 

4.2 Patent Ownership, Protection, and Licensing 
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Ownership of a patent provides the patent owner with the exclusive right to prevent others from 

making, using, offering for sale, selling, or importing the claimed invention.22 This right is distinct 

from the right to practice the invention, as other legal considerations or dominant patents may 

exist.22 Patents or patent applications are assignable, meaning the entire ownership interest or a 

percentage of it can be transferred in writing.22 Alternatively, a patent can be licensed, which 

transfers a bundle of rights (e.g., limited by time, geographical area, or field of use) without 

transferring full ownership. A patent license essentially acts as a contractual agreement where the 

patent owner agrees not to sue the licensee for infringement, provided the licensee operates within 

the defined terms.22 

SBB Energy must strategically explore applying for patents to protect innovative algorithms, 

processes, or technical implementations unique to "ThoR" BESS.6 This proactive step establishes 

strong legal foundations for its proprietary technology. 

A critical observation is the strategic interplay of patents, trade secrets, and data-driven innovation 

in BESS technology. For a sophisticated technology like "ThoR" BESS, core inventions may be 

patented, providing foundational protection. However, the continuous optimization, performance 

improvements, and development of new features often rely on proprietary operational data, refined 

algorithms, and specialized "know-how" that are best protected as trade secrets.1 The vast amounts 

of high-frequency operational data collected by "ThoR" BESS can itself be a source of new 

intellectual property through analysis and the derivation of novel insights. Therefore, SBB Energy's 

IP strategy should be multifaceted. The Privacy Policy should clarify that while user data is handled 

with strict privacy protocols, the 

insights, innovations, and improvements derived from the analysis of aggregated or anonymized 

operational data (e.g., enhanced algorithms for energy arbitrage, predictive maintenance models, or 

new grid service capabilities) constitute SBB Energy's proprietary intellectual property. This 

explicit distinction is vital to prevent users from claiming rights or ownership over the company's 

core technological advancements and innovations.20 

 

 

 
 
 
 
 
 
 

 

 

4.3 Safeguarding Proprietary Information and Trade Secrets 

Beyond formal registrations like patents and copyrights, SBB Energy must implement robust 
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measures to safeguard its proprietary information and trade secrets, which are crucial for 

maintaining its competitive edge. This involves establishing internal protocols for managing access 

to confidential information, coupled with comprehensive employee training programs.6 Secure 

storage of digital environments, access restriction, and information sharing protocols are essential.6 

Non-Disclosure Agreements (NDAs) are fundamental for maintaining confidentiality with 

employees, contractors, and partners who may have access to sensitive "ThoR" BESS information.6 

For software components, applying code packing, encryption, and obfuscation techniques helps 

protect the software intellectual property by preventing extraction or modification of critical code 

and algorithms.19 

A critical observation is the risk of "IP contamination" arising from third-party integrations and the 

use of artificial intelligence (AI). BESS systems frequently integrate with larger power generation 

and distribution systems (e.g., Power Plant Controllers) and may leverage third-party software or 

AI tools for optimization and analysis.1 This interconnectedness creates a significant risk: 

inadvertently infringing third-party IP or having SBB Energy's own confidential information 

exposed if not managed with extreme care.6 For example, outputs generated by third-party open-

source AI vendors could inadvertently reproduce third-party IP or proprietary information 

submitted by other users, leading to infringement claims.6 Therefore, SBB Energy must conduct 

thorough IP due diligence for all third-party components and software integrated into "ThoR" 

BESS.6 The Privacy Policy, or related terms of service, should clarify that SBB Energy is not liable for 

IP infringement arising from user misuse of integrated third-party tools or inputs. Furthermore, 

internal policies must provide clear guidance and training for employees on responsible AI use, 

including how to protect confidential information when interacting with AI systems.6 

4.4 IP Clauses in Contracts and Terms of Service 

To clearly communicate intellectual property ownership and usage rights, SBB Energy must 

incorporate explicit IP clauses in its various legal agreements. An Intellectual Property clause in 

Terms & Conditions agreements or End User License Agreements (EULAs) serves to inform users 

that the content of the website, application, and the underlying "ThoR" BESS technology (including 

software, algorithms, and designs) is the proprietary property of SBB Energy.20 These clauses 

explicitly detail what users are permitted to use or copy, under what conditions, and what is strictly 

prohibited.20 

 

 

 

 

 

The Privacy Policy, while focused on personal data, can reference these broader IP terms, 
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reinforcing that personal data handling is a separate but complementary aspect to the ownership of 

the technology itself. This clarifies that user data does not confer any intellectual property rights to 

the user regarding SBB Energy's technology. A critical observation is the importance of explicitly 

delineating IP ownership in contexts where user-generated data is involved. While the Privacy 

Policy addresses the handling of personal data, users interacting with "ThoR" BESS systems might 

generate operational data or provide feedback that could inadvertently contribute to system 

improvements or new features. Without clear IP clauses, there could be ambiguity about the 

ownership of intellectual property derived from these user interactions or data.20 Therefore, SBB 

Energy's Terms of Service (which should be referenced by or linked from the Privacy Policy) should 

contain explicit IP clauses stating that any improvements, derivatives, or new intellectual property 

generated from the analysis of operational data (even if originating from user systems) or user 

feedback belongs solely to SBB Energy. This protects the company's ability to innovate, 

commercialize advancements, and maintain exclusive rights over its core technological 

developments based on its BESS technology. 

5. Conclusion and Recommendations 

The development of a robust and legally compliant Privacy Policy for SBB Energy Private Limited, 

particularly for its "ThoR" BESS technology, is a multifaceted endeavour that extends beyond mere 

personal data protection. It requires a holistic approach that integrates considerations for 

operational data, intellectual property, and confidentiality. The Digital Personal Data Protection Act 

(DPDP Act 2023) serves as the primary legal compass for SBB Energy, necessitating clear consent 

mechanisms, transparent data processing disclosures, and accessible grievance Redressal 

procedures. However, the global nature of technology demands consideration of international 

standards like GDPR and CCPA. By adopting a "strictest common denominator" approach, SBB 

Energy can future-proof its policy and ensure broad compliance across diverse jurisdictions. The 

unique characteristics of "ThoR" BESS technology, which generates vast amounts of operational and 

performance data, require careful differentiation between personal and non-personal data, with 

robust de-identification techniques employed where operational data could become identifiable. 

Data security measures, including encryption, stringent access controls, and comprehensive 

incident response plans, are not only legal obligations but also fundamental for building and 

maintaining user trust in a critical infrastructure sector. The tension between retaining high-

frequency operational data for warranty compliance and adhering to data minimization principles 

necessitates a clear data lifecycle management strategy, transparently communicated in the policy. 

Furthermore, managing third-party data sharing and international data transfers requires 

meticulous contractual agreements and continuous monitoring of regulatory landscapes. 

 

 

Beyond personal data, the protection of SBB Energy's intellectual property—encompassing patents, 

trade secrets, copyrights, and trademarks related to "ThoR" BESS—is crucial. Non-Disclosure 

Agreements (NDAs) are vital for safeguarding confidential business and technological information 



                                                           
 
 
                                                Wednesday, 27 August 2025                    SBB Energy Private Limited   
                                                                                                  

“ThoR” BESS24 
 

 

when shared with employees, partners, and other entities, complementing the Privacy Policy's 

focus on personal data. Explicit IP clauses in terms of service and other contracts are necessary to 

delineate ownership of innovations derived from operational data and user interactions. 

Based on this comprehensive analysis, SBB Energy Private Limited is provided with the following 

actionable recommendations: 

1. Prioritize DPDP Act Compliance with Global Best Practices: Design the Privacy Policy to 

fully comply with the DPDP Act 2023, ensuring clear, specific, and accessible notices, robust 

consent mechanisms (including for children's data), and an effective grievance Redressal 

system. Simultaneously, incorporate the most stringent requirements from GDPR and CCPA to 

achieve broad international compliance and prepare for future global expansion. 

2. Clearly Differentiate and Manage Data Types: Explicitly distinguish between personal user 

data and "ThoR" BESS operational/performance data in the Privacy Policy. Articulate how 

operational data is collected, processed, and used, including how it might be de-identified or 

anonymized when linked to individuals. Justify the retention of operational data based on 

legitimate business needs like warranty compliance and system optimization. 

3. Implement Robust, BESS-Tailored Data Security: Invest continuously in state-of-the-art 

technical and organizational security measures. This includes advanced encryption, granular 

access controls (RBAC, MFA), immutable storage, comprehensive backup and disaster 

recovery plans, and a proactive Zero Trust architecture. Prioritize data integrity checks for 

operational data to ensure system reliability and safety. 

4. Ensure Comprehensive NDA and IP Frameworks: Develop and consistently utilize robust 

NDAs for all employees, contractors, and partners who access sensitive "ThoR" BESS 

technology or business information. Ensure employment contracts include strong IP 

assignment and confidentiality clauses. The Privacy Policy should reference these broader IP 

protections, clarifying that the technology itself remains SBB Energy's proprietary asset. 

5. Foster Transparency and User Trust: Present the Privacy Policy as a "living document" that 

undergoes regular review and updates, explicitly stating this commitment. Use clear, simple, 

and accessible language, avoiding jargon, to demystify data practices for users. A transparent 

and responsive grievance Redressal mechanism will be critical for building and maintaining 

strong customer relationships. 

 

 

 

 

 

 

 

 

 

6. Conduct Ongoing Legal and Technical Audits: Regularly review data processing activities, 

security measures, and contractual agreements to ensure ongoing compliance with evolving 

data protection laws and industry best practices. This proactive auditing will help identify and 
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mitigate potential risks before they escalate. 

By adopting these recommendations, SBB Energy Private Limited can establish a Privacy Policy that 

not only meets its legal obligations but also strengthens its reputation as a trustworthy and 

innovative leader in the BESS technology sector. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

End of report …. 


